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SAFE LINKS scanning in Defender for Office 365 helps protect your organization from
malicious links that are used in phishing and other cyber-attacks.

Please continue on for more information on how these safety measures work for
your email and applications.

Safe Links is a standard default security feature that scans website addresses,
incoming email messages, and verifies links in email messages and other locations
when they are selected and clicked. This scanning occurs in addition to your regular
email anti-spam and anti-malware protection for incoming messages.

Safe Links protection will be in place for the following locations:
« Email messages: Safe Links protection for links in email messages is controlled by
Safe Links policies.

e Microsoft Teams: Safe Links protection for links in Teams conversations, group chats,
or from channels is also controlled by Safe Links policies.

« Office 365 apps: Safe Links protection for Office 365 apps is available in supported
desktop, mobile, and web apps.

When a message contains a clickable image or text, the original address of the link will
be replaced with a "safe link". Safe links contain the string
"safelinks.protection.outlook.com/" near the beginning of the address, like the sample
below:

(i) https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fblog.chiffers.com%2F2C
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Additionally, Safe Links in Teams will temporarily redirect you to an intermediary screen
that has a "skip verification" option if needed:

Verifying link . .

Skip verification

Powered by Office 365 Advanced Threat Protection
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When Safe Links finds that link is malicious is will block access to the link and display a
warning page with State of Alaska Branding across the top:

OFFICE of INFORMATION TECHNOLOGY

One government, empowered by innovative technical collaboration

State of Alaska ®

This website has been

classified as malicious.

Opening this website might not be safe.
http://www.spamlink.contoso.co...

We recommend that you don't open this website, as opening it might not
be safe and could harm your computer or result in malicious use of your
personal data.

For Feedback on Microsoft Defender for Office 365

What if?
| received a notification that a website | routinely use is now considered malicious.
Immediately change your password and report it to your IT staff.

Your IT staff will investigate the site to determine if the site was flagged incorrectly, or if
it has been corrupted.
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SAFE ATTACHMENTS in Microsoft Defender for Office 365 provides an additional
layer of protection for email attachments that have already been scanned by your
regular anti-malware protection.

Technically speaking, Safe Attachments uses a virtual environment to check
attachments in email messages before they're delivered to recipients (a process known
as detonation).

The protection for email messages is controlled by Safe Attachments policies.

When a message contains one or more attachments, the message will be delivered,
and ATP (Advanced Threat Protection) will begin scanning the attachments. You can
read the body of the email immediately, but the attachments won't be completely
available until the safety scan is complete. You may, however preview attachments
deemed "safe" before scanning is complete.

Microsoft Defender for Office 365 Safe Attachments scans all your Attachments,
whether they come from inside the organization or outside the organization. When you
receive an email message, you may see this "ATP Scan in Progress", letting you know
the attachment is being scanned. Scans typically complete in under 2 minutes, but
some larger attachments may take longer.

ATP 5can In Progress
Qutlook item

To see if the scan is complete, close and re-open the message. The attachment should
now appear as a regular file.
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